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Introduction

1.1 This Document
This document outlines the minimum standards for data security and cybersafety adopted by the Ministry of Education for information and communications technology in New Zealand Early Childhood Education Services.

This document will be updated as standards and requirements change.  Prior to using this document please confirm that it is the latest version.  The latest version of this document may be downloaded from the Ministry website
.
1.2 Purpose

This document has been prepared by the Ministry of Education for use by New Zealand Early Childhood Education Services and other organisations which participate in the design and implementation of ICT infrastructures for those Services.  The document addresses the selection and use of systems for data security, appropriate use policies, and cybersafety.
It provides information on:

· The security of business data by preventing:
- unauthorised access
- corruption
- accidental loss
- inappropriate use
· The security of children by protecting them from:
- inappropriate material
- inappropriate persons
- exploitation
- accidental harm
1.3 Scope

This document addresses the security of data and the safety of children in the use of ICT in New Zealand Early Childhood Education Services.  It is limited to the technology of simple peer-to-peer computer networks, internet access, and digital technologies, such as digital cameras, commonly found in ECE Services.
Conventions

1.4 Wording conventions

The following wording conventions apply to the specifications set out in this document:

· The word shall (bold italics) defines a mandatory requirement of this specification.

· The word should (bold italics) defines a strong recommendation but not a mandatory requirement of this specification.

· The word may (bold italics) defines an optional aspect which should be considered.
1.5 Acronyms and Abbreviations

ECE
Early Childhood Education

ICT
Information and Communication Technology

IP

Internet Protocol

LAN
Local Area Network

NAT
Network Address Translation

VPN
Virtual Private Networking

WEP
Wired Equivalent Privacy
WPA-PSK
Wi-Fi Protected Access - Pre-Shared Key
Reference Documents

1.6 New Zealand and International Standards
Where New Zealand and International Standards are referenced in this document the application of the Standard shall be, unless specifically stated to the contrary, the latest edition and amendments available on the date 30 calendar days prior to the issue of any request for a quote, tender or proposal.

Where specifications or standards or any other references referred to in this document refer in turn to other specifications, standards or documents whether whole or in part, those consequential references shall apply to this specification as if they were completely contained in their entirety in the original reference.

1.7 Objectionable and/or Harmful Information
New Zealand’s censorship regime is governed by the Films, Videos, and Publications Classification Act 1993
, as amended by the Films, Videos and Publications Classification Amendment Acts 1997, 1998, 1999, 2005, and 2007.  The Department of Internal Affairs is responsible for making sure that New Zealand’s censorship legislation is enforced, and thereby helps to protect people from material that is injurious to the public good.

The Act makes it an offence to possess or trade in “objectionable” publications.
The Act defines a publication as objectionable if “it describes, depicts, expresses, or otherwise deals with matters such as sex, horror, crime, cruelty, or violence in such a manner that the availability of the publication is likely to be injurious to the public good.”  The Act makes specific references to images of children who are nude or partially nude, and the exploitation of children for sexual purposes.
In this regard, ECE educators have a dual responsibility:

· to protect children from exposure to material that, while not necessarily objectionable under the Act, may be inappropriate or harmful to a child, and
· to protect children from exploitation.

1.8 Regulatory Requirements and Codes of Practice

The work covered by this document shall comply with all statutory and other requirements including the Electricity Regulations 1997, the New Zealand Electrical Codes of Practice and all relevant New Zealand and other national and international standards declared as suitable for the purposes of the Wiring Regulations by the Secretary of Energy.

All electrical work shall comply with the New Zealand Electrical Codes of Practice and AS/NZS3000.

1.9 Application of the Standards

Security systems and procedures should be selected and implemented in accordance with the Ministry standards by including a reference to those standards in tenders and contract documents.

In the event of conflict between Ministry standards or specifications and other regulations, codes or standards the order of precedence shall be:

1. Statutory Codes and Regulations

2. This document
3. Referenced New Zealand and International Standards

Conflicts in requirements that are identified by ECE Services, Consultants, Tenderers or Contractors should be notified to:

Patricia Nally
Manager, Early Childhood Education, Curriculum, Teaching & Learning
Ministry of Education
PO Box 1666
Thorndon,
WELLINGTON 6140
Email: patricia.nally@minedu.govt.nz

1.10 Computer Operating Systems

This document assumes the use of either Microsoft Windows XP Professional Service Pack 2 or later versions, or Apple Macintosh OS X 10.3 or later versions in computers used in ECE Services.
Windows XP Home Edition has Simple File Sharing always enabled by default and does not support the Shared Documents feature which provides optional security levels for sharing files with other users of a computer or with other users on a network.

Requirements for ICT Security in ECE Services

1.11 Functional Requirements
The two main functional requirements for ICT security in ECE Services are the security of business data and the security and safety of children.
Security of business data includes:

· prevention of unauthorised access (and inappropriate use)
· prevention of data loss through data corruption, equipment failure or equipment theft

Security of children includes:

· protection from inappropriate material

· protection from inappropriate persons

· protection from exploitation

· protection from accidental harm

1.12 Acceptable Use Policies
The use of digital technologies, such as still and video cameras, is exciting, and the internet provides an almost unlimited educational resource and a facility to communicate, display, and revisit the results of our work.  Unfortunately, many organisations take advantage of ICT before even thinking about what constitutes acceptable and responsible use or implementing cybersafety policies.
It is imperative that everybody involved with an ECE Service understands their responsibilities with respect to acceptable use of ICT.  Acceptable Use Policies for ICT equipment and services should be implemented.
Following wide consultation with the ECE sector, Netsafe, the Internet Safety Group,
 has developed Acceptable Use Policy templates for ECE Services, ECE Services Personnel, and Parents/Caregivers.  The templates may be downloaded from Netsafe.
These policy templates cover:
· What ICT equipment may be used

· Whose ICT equipment may be used

· What ICT equipment may be used for

· Who can use ICT equipment

· How ICT equipment may be used

· What information or material may be collected or accessed

· Who may access information or material

· How information is protected

· How to respond to breaches of the policy

The templates, as they stand, permit the use of privately-owned ICT equipment at ECE Services.  The use of privately-owned ICT equipment, other than by staff, creates a high potential not only for undetectable breaches of the Acceptable Use Policy but also data security, and should be discouraged.
1.13 What ICT Equipment is Acceptable?
The use of ECE Service-owned ICT equipment for its intended educational purpose by or under the control of an ECE educator is generally acceptable.  The use of privately-owned ICT equipment that captures and stores or transmits images, or is able to access ECE Service information is potentially unacceptable in any ECE Service except for educators or other professionals who have signed an acceptable use agreement.  This includes:
· Cameras – still and movie, both digital and film

· Mobile phones with cameras – virtually all mobile phones
· Computers, laptops, and PDAs

In practice, it will be difficult for ECE Service staff to control how visitors to a Service use ICT equipment, and while the supervisor will exercise discretion to permit use in some situations, e.g. a birthday celebration, it may be necessary for others to prohibit the use of privately-owned equipment rather than risk improper images of children or business information being transmitted off-site.
1.14 What Activities are Acceptable?
Taking photographs (digital or film) of children that are respectful of them and appropriate to the learning situation with ECE Service-owned cameras by, or under the supervision of, an ECE educator, is generally acceptable.
The use of ECE Service-owned ICT equipment for normal educational and administrative purposes by or under the supervision of an ECE educator or administrator is acceptable.
1.15 What Material is Unacceptable?
Objectionable
 material and information includes that which may be deemed pornographic, sexually explicit or offensive, hateful or violent in nature, or that which encourages activities that are dangerous or illegal.  Some information promotes extreme political, violent, racist or sexist views.  These types of material are widely available on the internet.

Exposure to such material may occur inadvertently through normal and legitimate searching activities or by unsolicited email delivery.  Educators shall be aware of safe searching techniques
 and provide information to children on how to react and deal with unsolicited, inappropriate material.
What may be regarded as not objectionable under the Films, Videos, and Publications Classification Act may, nevertheless, be inappropriate and harmful to children given the impact of the medium in which the publication is presented and the age of the children to whom the publication is available.
1.16 What is Cybersafety?

NetSafe
 defines cybersafety as “the safe and responsible use of Information and Communication Technologies”.  “Safe and responsible use” suggests that not only are the proper technical safeguards put in place but also that the user, by virtue of training and experience, has learned to respect the internet and is able to protect themselves.
Small children, by this definition, are not “safe and responsible” users and ECE educators and parents need to ensure that the proper technical safeguards and rules for internet use are implemented and that children progressively learn to protect themselves.
Security of Business Data (Within the LAN)
1.17 Overview
Connecting computers together in a local area network (LAN) has many advantages.  It permits the sharing of information and resources such as printers, data backup systems, and an internet connection.
While not wishing to diminish the security threat that the internet presents, the greatest threat to business information (data) security is actually internal users.  Therefore, a data security policy should be implemented and updated regularly.
ECE Services which provide secure web browser access to a centralised repository of business information have provided (arguably) the best structure for the ECE environment by relieving individual Services of the technical and financial overhead of storing and backing-up their business data.  However, their data security responsibilities in all other respects remain undiminished.
Data shall be stored securely and accessible only to those authorised to view and use the information.  Access to information stored in computers should be secured by:

· Storing ICT equipment securely

· Proper user authentication – logon/password

· Keeping passwords secret

· Controlling network access to shared files – setting privileges
Data integrity and protection against loss shall be secured by:

· Regular back-up and storage off-site

· Up to date antivirus software

1.18 Physical Security

The loss of a computer to theft is, at worst, inconvenient.  The loss or disclosure of personal information about children has potentially far more detrimental consequences.

All ICT equipment which stores ECE business information and images shall be held securely in a lockable cabinet.
ECE Service records (business information) should be stored on a single central computer which is mounted in a lockable ICT equipment cabinet.  The cabinet should be located in the Supervisor’s office or other secure location out of public view.  The cabinet will, most likely, also be the point of termination and patching for the building computer cabling, the internet modem, firewall, router, and Ethernet switch.
Business information should not be stored on laptops, unless it is used as the means of data back-up.  Laptops, by their nature, are portable and attractive to thieves.
1.19 Control of Access to Information

Business data held on computers connecting to the workgroup network shall be properly secured and access to that data strictly controlled.

Each computer user should have their own User Account so that their private information can be concealed from other users.  User Accounts are identified by logon name and secured by password.
Workgroup file sharing shall be configured to permit or deny specific users, or groups of users, access to particular shared files or folders.

User Accounts shall be allocated an access status which controls access to shared files or folders.
For guidelines on sharing files between Windows and Apple Mac computers see Microsoft’s: How to configure file sharing in Windows XP
 and How to create and configure user accounts in Windows XP
 and Apple’s Small Business Tutorials
 on common integration tasks in a cross-platform context.
Windows XP Home Edition does not support the Shared Documents feature.

1.20 Wireless Security

A wireless signal may be able to be detected more that 100m from the wireless access point – from a neighbouring property or even the street.  Setting security features to prevent unauthorised use of your internet connection and to prevent unauthorised access to business information is imperative.
Power output should be set to the lowest level, consistent with required coverage and data throughput, to reduce coverage of neighbouring properties.

Because code crackers for 64/128-bit WEP are freely available on the internet, WPA-PSK should be the minimum level of encryption employed to preserve password and data privacy.  Both Windows XP SP2 and Mac OS X (release 10.3.7) support WPA-PSK.  WPA2-PSK provides even better encryption and may be considered if the wireless router and wireless computers support it.
1.21 Preservation of Information

ECE Service Supervisors shall take appropriate measures to ensure that business data is backed up and recoverable in the event of equipment failure, theft, or loss by natural disaster.

There are a number of simple, convenient and easy to use ways in which regular (at least weekly) back-up of business data and secure off-site storage can be facilitated.  These include back-up to:

· Portable hard disk drive
· Laptop

· Writable CD or DVD

· USB memory stick
A centralised repository for browser-based online information storage and access which is supported by ECE associations, may provide the simplest, most reliable, and cost-effective means of securing information for ECE Services.

1.22 Antivirus

ECE Service Supervisors shall ensure every computer used by the Service runs and keeps up-to-date reputable antivirus software.  Antivirus software is essential whether or not a computer connects to a private network or the internet.
The transfer of files from one computer to another using USB memory sticks and other media is common.  Malicious software or “Malware” (viruses, worms, Trojans, spyware and adware) may be transferred and automatically installed along with the intended files unless normal security measures are invoked.
Network Security
1.23 Security Overview

Netsafe provides detailed information about on-line safety for ECE Services.
Being able to connect to the internet has changed the way we work and communicate.  But communication means exchanging information and the fact that “we can see them” means that “others can see us”.  We need to protect our computers in the same way we protect our homes, by preventing free access and by securing and insuring its contents.  The “contents” of our computer systems are both valuable and very sensitive, being personal information about children, families, and educators, and business records.

1.24 Firewall/Router
No computer should be connected directly to the internet without a software Firewall in place.  Windows XP and Mac OS X have built-in Firewalls.  Earlier operating systems will require a software firewall to be installed separately.  Firewalls block communication from other, potentially dangerous, computers connected to the network and may protect against worms; they do not offer protection against viruses and spyware.
When connecting to the internet through a private network with a shared internet connection, a firewall, generally combined with a router, shall be installed on the shared internet connection.  The Firewall/Router combination provides a powerful barrier to unwanted internet invaders and can help to prevent participation in attacks on others without your knowledge.
A router acts as an agent between the internet (public network) and a local (private) network by providing network address translation (NAT) which means that only a single, unique IP address (provided by the ISP) is required to represent an entire group of computers.  NAT acts as a firewall by hiding internal IP addresses.
There is generally no need to use a firewall on connections to SOHO networks unless the firewall can be configured to open ports only for the SOHO network.  On SOHO internet connections, a firewall can be used only on the computer or the other device, such as a router, that provides the internet connection.  That is to say, if connection to the internet is through a private network that uses connection sharing to provide internet access to multiple computers, a firewall should be installed or enabled on the shared internet connection.
1.25 Anti-virus Software

ECE Service Supervisors shall ensure every computer used by the Service runs and keeps up to date reputable antivirus software.  Antivirus software is essential to protect computers from malicious software downloaded from the internet.  Viruses install themselves on a computer without the user’s knowledge, are hard to detect, and attempt to replicate themselves to other computers across the internet.  Viruses may cause the computer to crash, to corrupt files, or to expose private information to attackers.  Antivirus software must be updated often to detect and neutralise the new viruses that are released every day.
1.26 Antispyware Software

Spyware is malicious software that can reconfigure computer settings to secretly collect information about browsing habits and report back to marketing companies, insert extra advertisements in Web pages, steal passwords or perform other unwanted tasks undetected.  Typically, spyware installs itself without permission, remains hidden and, even though it is a program, may not appear in the Add/Remove Programs list.
ECE Service Supervisors shall ensure every computer used by the Service uses antispyware software to prevent spyware from being installed, and to remove any existing spyware.  Antispyware software searches computers for signs that spyware is installed and then gives the option of uninstalling it.  Because new spyware is produced constantly, new spyware definitions are constantly being created and distributed to find and remove it.  A number of free antispyware programs are available for download.

Microsoft Windows Defender is available to Windows XP users for download at no cost.  Windows Defender downloads new updates automatically to protect computers from newly released spyware.
MacScan antispyware from SecureMac and other antispyware security programs are available for download for Mac OS X systems.  There are licence fees for most downloads.
1.27 Passwords

ECE Service Supervisors shall ensure that passwords used to secure business data are strong passwords and that they are changed regularly and kept secret.
Strong passwords are:
· at least eight characters long,
· include both upper- and lower-case letters, and
· include numerals (123…) and symbols (#$%…)
1.28 Operating System and Applications
Malicious software writers are constantly searching for vulnerabilities in operating systems and application software for ways to infiltrate and compromise computers.  Software developers regularly develop and distribute software updates to counter such attacks.

ECE Service Supervisors shall ensure every computer used by the Service has the latest updates of the current software installed.  Most updating can be performed automatically using the internet.  Both Microsoft and Apple provide free automatic update services.
Personal Security
1.29 Overview
In 2005 the Ministry published Foundations for Discovery
 which presents a framework for development supporting early childhood education through information and communication technologies.  The fifth Strategic Focus Area of the framework, Building Infrastructure, Systems, and Standards, specifically proposes the provision of guidelines to inform ECE Services’ decisions in the area of cybersafety.
A range of opportunities with respect to assisting children to enjoy a safe online experience can be identified:

· protection from inappropriate material

· protection from unsavoury persons

· protection from exploitation

which may be described as cybersafety, and

· protection from accidental harm
which may be described as physical safety.

1.30 Cybersafety

Parents have a right to expect that their children, while using the internet, will be protected from objectionable and unwanted communications, content, and contacts, and from having their personal details revealed.  While the comprehensive, four-layered approach consisting of:
· Technical controls e.g. web filters
· Non-technical controls e.g. rules for internet use (when, where, what, how much)

· Education and Literacy e.g. Online safety and media literacy lessons, and
· Consultation e.g. dialogue with parents and educators

proposed by Adam Thierer
 in “Parental Controls and Online Child Protection: A Survey of Tools and Methods”, will most likely lead to the best online experience for children, this document deals primarily with technical controls.  The non-technical aspects of how internet use should be controlled is also discussed.
1.30.1 Protection from Objectionable Material

While recognising that no web filtering system is foolproof, and setting aside the argument that filtering may result in a false sense of security and does not help children to learn who to trust or how to avoid inappropriate content, ECE Services shall implement web filtering to prevent accidental access to objectionable web material.

Filtering systems shall protect against:

· Cybersquatting (web sites which are addressed very similarly to legitimate web addresses so they are accessed accidentally)

· Links presented by search engines that lead to unsavoury web sites, and

· Spam (email that contains objectionable images and text)
A variety of both proprietary and free systems are available, ranging from outsourced VPN services to computer-based (end user) filters.

Outsourced VPN services provide a complete and constantly up-to-date service which typically includes:
· Web Filtering to control access to sites through the internet connection

· Email Filtering to control incoming email, viruses, attachments and content

· Firewall - a managed firewall unit is provided to protect the network from external attacks

Many computer-based filters have features specifically designed to protect children from a range of internet dangers and unsuitable Web pages.  Computer-based filtering systems work by using dynamic, real-time content analysis as well as using the URL filtering which blocks access to a pre-determined list of URLs.
The software can usually be customised to meet particular needs (dependent on blocking requirements and ages of children) and should not rely on a simple list of banned sites.  Rather, it should examine in real-time the data being transmitted and received through all internet applications, such as web browsers, chat programs, and news readers.

The filtering technologies employed should include:

· Heuristic analysis which recognises new material automatically
· Semantic analysis of web page content, addresses and links
· Recognition of the major languages
· Recognition of the Internet Content Rating Association (ICRA) labelling system
· Monitoring of all local internet traffic
· Functionality with all ISPs and software applications without having to adjust settings
· Blocking of file-sharing applications
· Password-protection 

· No requirement for configuration, i.e. easy to install
· Usable on slow connections, i.e. does not do background downloads
1.30.2 Protection from Unsavoury Persons

Children shall be supervised when using the internet.  If issues arise, supervisors shall know how to deal with them, and address them quickly.

Instant Messaging, used to send to messages to friends or strangers, and chat-rooms, used as online meeting places where people congregate to send messages to and from each other, are potential “stranger danger” areas.  Unsavoury person may use such areas to “groom” children and gain their confidence, by claiming online to be someone they are not, in order to arrange a face-to-face meeting.
It is vital that children know not to reveal their personal details to anyone they meet online and that their email correspondence is restricted to an approved list of family members and close friends.
ECE Service Supervisors shall ensure that children’s names or personal information are not published on the internet.
ECE Service Supervisors shall ensure that access to the output from any web camera, setup to monitor children or the premises, is not available for unrestricted viewing over the internet.
1.30.3 Protection from Exploitation
Images of children shall not be published without the informed consent of the child and the parents.  Services should consider how they will respect the privacy of children by discussion with parents.  Appropriate consent shall be requested for each circumstance.  Generic consent may be sufficient for restricted on-line access, e.g. blogs, but specific individual consent should be sought for every image made publicly available in any medium.

Consent may not be required for images of individuals or groups if no person is identifiable.

Consent may be subject to conditions or limitations, e.g. cultural considerations, restrictions on publication or media, and time limit of consent, and these shall be included on the consent form.

Children shown in published images shall not be positively identifiable by their full name.

The work of children shall not be used for other than its primary intended educational and curriculum purpose without the informed consent of the child and the parents.  To do so would be a violation of copyright.

Guidelines for protecting children’s privacy and copyright are presented in detail for schools on the Ministry’s TKI website
.  Templates for consent are available for download and may be adapted for ECE Service use.  The guidelines are based on the Privacy Act 1993 and the Copyright Act 1994.

1.31 Web Cameras

The introduction of web cameras to ECE Services, which enables the activities of children to be watched from afar by their parents via a web browser, has obvious commercial value, and would appear to be of interest to some parents.

An ECE Service considering such a service would need to implement secure remote access for each parent.  The Service would also need to implement a strongly secure network environment with up to date operating systems, antispyware, and antivirus software to prevent unauthorised system access and keystroke logging.  However, it seems unlikely that, individually, many Services could afford the cost and complexity of the type of security infrastructure that would be necessary to guard against the system being compromised from the typically insecure home computer.
Acknowledging that there is a place for web cameras in the professional development of educators, and for specific educational and developmental purposes, the reasons for connection to the internet should be carefully evaluated.  Publicly accessible web camera viewing is potentially dangerous and a Service contemplating installing web cameras should ask the following questions:
· What is the purpose and real benefit of such a service?

· How will access to the service be controlled?

· Has the informed consent of the parents been obtained?

· Has the assent of the children been obtained?
· Has the informed consent of the educators been obtained (they will be monitored as well)?
· How will visitors to the Service be informed?

· How will the transmission of inappropriate images be prevented?
· Are there safer ways for parents to engage with their children?

1.32 Physical Safety and Ergonomics
To the safety precautions normally implemented in an ECE Service must be added those for the ICT Infrastructure.  Within the Ministry’s standards for cabling and networking in ECE Services are recommendations on the type, installation and location of equipment to maintain a safe environment.  In the day-to-day operation of ICT equipment, other precautions must be observed.
· Electrical equipment shall be maintained in good condition at all times.
· No equipment connected to the mains power supply shall be operated in a wet environment.
· Computer screens, especially CRT types, are heavy and should be mounted on a stable surface to avoid toppling.
· Computer and power cables should be tidied and secured behind the equipment to avoid tripping and equipment being pulled off desks and on to children.
· Work area (data) cords, which have exposed terminals, shall be removed from the wall socket when terminal equipment is removed; small children may put the end of the cord in their mouths.

1.32.1 Screen Position and Lighting

To prevent eye strain, lighting levels in the immediate vicinity of computer screens should be controlled to permit sufficient contrast between the screen and the background.

Glare from the sun or brightly-lit surfaces through windows should be controlled by window blinds.  Vertical shades may be best for reducing low-angle sunshine, particularly in east- and west-facing windows.

1.32.2 Desk and Chair Height

Desks should be the appropriate height for the user and chairs need to complement desk height.  BECTA
 presents heights for various age groups as guidelines with a caution that children’s heights vary widely.
The selection of seating is complex and not covered herein.  However, when sitting at a computer children do need to be seated with their eyes level with the top of the screen.
To achieve the correct posture when working, the lower arms should be roughly horizontal, knees should fit comfortably under the desk with the thighs roughly horizontal, and the back should be kept straight.
1.32.3 Keyboard and Mouse
Recognising that children have much smaller hands and less dexterity than an adult, a smaller mouse and a keyboard with larger keys may be easier for children to use.  Both are available in New Zealand.
1.32.4 Wireless Access

The “safe” installation of wireless access points is included in the Ministry Standard for Networking in ECE Services but to reiterate, wireless access points should be installed by specialists in compliance with recognised industry standards and best practice.  While there are some similarities between the technologies used in mobile phones and wireless networking, the key difference is in the power output.  The output from wireless access devices is significantly less than mobile phone handsets and transmitters.

The National Radiation Laboratory
 considers that the health research carried out to date shows that working and studying in areas with wireless access equipment poses no health and safety risks to adults or children.
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� � HYPERLINK "http://www.apple.com/business/mac_pc/tutorials.html" ��http://www.apple.com/business/mac_pc/tutorials.html� 


� Ministry of Education, Foundations for Discovery can be downloaded from the Ministry website: � HYPERLINK "http://www.minedu.govt.nz/index.cfm?layout=document&documentid=10417&indexid=10058&indexparentid=10945" ��http://www.minedu.govt.nz/index.cfm?layout=document&documentid=10417&indexid=10058&indexparentid=10945� 


� Adam Thierer, The Progress & Freedom Foundation: Parental Controls and Online Child Protection: A Survey of Tools and Methods: � HYPERLINK "http://www.pff.org/parentalcontrols/" ��http://www.pff.org/parentalcontrols/� 


� Proposed Certification and Licensing Criteria


Health and Safety practices criterion 33


All practicable steps are taken to protect children from exposure to inappropriate material (for example, of an explicitly sexual or violent nature).


Related to clause 38(1)(a) of draft standard.


� Te Kete Ipurangi The Online Learning Centre: � HYPERLINK "http://www.tki.org.nz/r/governance/curriculum/copyguide_e.php" ��http://www.tki.org.nz/r/governance/curriculum/copyguide_e.php� 


� BECTA: How to plan the safe installation of ICT in schools


� HYPERLINK "http://schools.becta.org.uk/index.php?section=re&catcode=ss_res_env_02&rid=152&pagenum=1&NextStart=1" ��http://schools.becta.org.uk/index.php?section=re&catcode=ss_res_env_02&rid=152&pagenum=1&NextStart=1� 


� The National Radiation Laboratory of the Ministry of Health


� HYPERLINK "http://www.nrl.moh.govt.nz/faq/radiationintheworkplace.asp#wifi" ��http://www.nrl.moh.govt.nz/faq/radiationintheworkplace.asp#wifi� 
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