ECE
ICT Infrastructure Networking


Network Design Standards
1.1 Overview
An architecture based on hardware, software, and service components most commonly used by small-office/home-office (SOHO) networks is proposed throughout this document.  ECE Services proposing to establish client/server networks should refer to the Ministry’s Policy and Guidelines for Schools http://www.minedu.govt.nz/goto/networks.  SOHO networks typically utilise a single device (Figure 1) which combines broadband modem/router/firewall facilities with a few Fast Ethernet ports and with or without a wireless access point.  To the SOHO user the advantages of such a device, which is often provided by the internet service provider, is that the setup is managed by a built-in software wizard, and services such as NAT, DHCP, SPI, and VPN, which need not be well understood by home users, are provided automatically.
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Figure 1
Simple Home Network

Small offices or organisations with special requirements may construct networks with separate devices (Figure 2) to provide the necessary facilities.  This provides the flexibility for them to configure their systems to meet their particular needs.
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Figure 2
Simple Peer to Peer Network (showing component parts)

1.2 Network Access

1.2.1 Fixed (wired) Access

Wired networks, based on the Ethernet networking protocol, connect computers together to share services such as printers and an internet connection with an eight wire cable.  Properly installed wired networks are highly reliable, very secure, and extremely fast.  They perform many times faster than wireless networks and should be used for desktop computers and may be used whenever possible for laptop computers.

Concealed wires are terminated in standard RJ45 wall sockets and standard work-area cords are used to connect computers to the wired network infrastructure.

Personal computers wanting to connect to the network by cable connection should use a Network Interface Card of the following minimum specification:

· Full duplex 10BASE-T (10Mbps), and 100BASE-TX (100Mbps)
· 10/100Mbps auto-sensing
· 32-bit PCI bus master operation, Or equivalent 32-bit CardBus adapter for laptops without a built-in interface
· Low Ethernet command processing overhead
· Easy-to-view diagnostic LEDs
· RJ45/UTP connector
· Supports Windows XP driver

1.2.2 Wireless Network Interface

Laptops wanting to connect to the network will require a Wireless Network Interface Card.  Most laptops are supplied complete with an IEEE 802.11g (54Mbps) wireless network interface.  For laptops without a built-in wireless interface card, two card configurations are available for purchase; select either USB or CardBus Type II Slot configuration.  Cards with the following minimum specification should be used:
· IEEE 802.11g (54Mbps) (backwards compatibility with 802.11b desirable)
· USB 2.0 for USB adapters, 32-bit CardBus for Type II slot configuration
· Supports 64/128-bit WEP, WPA/WPA2-PSK data encryption

· Certified by FCC Class B, CE, C-Tick, IC, Wi-Fi Alliance

· Support Windows XP
· Integrated antenna (dual antenna with diversity switching desirable)

Both Apple Mac and Windows based computers can share a common wireless access point because both types of computer use the IEEE 802.11b or 802.11g wireless standard to connect wirelessly at data rates up to a maximum 54Mbps.

1.3 Ethernet Switching

Combined network devices which include broadband modem, router/firewall, and a few (up to five) Fast Ethernet switch ports may provide a viable option for the smallest of installations.  However, it is likely that a separate Fast Ethernet switch of about eight ports will be required in most ECE Services.
Basic Layer 2 models are typically of fixed configuration, non-blocking switches with from eight to 48 ports for creating cost effective LANs with high performance and functionality.  An Ethernet switch with 10/100Mbps auto-sensing and auto-negotiating ports which support QoS for prioritizing different traffic streams is recommended.

Models with one modular or fixed uplink interface which supports Gigabit Ethernet transmission over Category 5 or higher copper cable for server connection may be considered.

The following minimum specification is recommended:
· Plug and play installation for SOHO workgroups

· 10/100Mbps auto-sensing, auto-negotiation for every port

· Totally non-blocking switching backplane
· Standards
- IEEE 802.3 10BASE-T Ethernet
- IEEE 802.3u 100BASE-TX Fast Ethernet
- ANSI/IEEE 802.3 auto-negotiation
- IEEE 802.3x Flow Control
- IEEE 802.1P QoS with 4 queues (desirable)
· Fast Ethernet: 100Mbps (half-duplex), 200Mbps (full-duplex)
· Auto MDI/MDIX crossover per port
· LED Link/Activity reporting per port
· Broadcast storm protection.

· Remote/local management by web-based interface
· IGMP Snooping for Intelligent Multicast distribution (to reduce the load on the network and provide a sustainable service for video streaming).

1.4 Router/Firewall

No computer should be connected directly to a network, and particularly the internet, without a Firewall in place.  Connection to the internet requires strict security procedures to be implemented.  The heart of the security system in small networks is the Firewall-Router.  A device which provides:

· firewall services for Stateful Packet Inspection (SPI), and provides hacker attack loggi
ng for Denial of Service (DoS) attack protection, and packet filtering based on port and source/destination MAC/IP addresses for access control; and

· DHCP server to establish network addresses for users and NAT to permit safe and simultaneously access the internet,
is required.
A combined ADSL modem-router with firewall protection and a single Ethernet port to connect to an Ethernet switch will be sufficient for most SOHO networks.
The following minimum specification is recommended:

Interfaces:
· RJ11 ADSL port
· RJ45 10/100BASE-TX Fast Ethernet port with auto MDI/MDIX
ADSL Modem Standards (to meet ISP service delivery requirements):
· ADSL1 over POTS (G.992.1 Annex A and ANSI T1.413 Issue 2)

· ADSL2 over POTS – G.992.3 Annex A

· READSL2 over POTS – G.992.3 Annex L (M1)

· ADSL2plus over POTS – G.992.5 Annex A


· 16Mbps downstream, 600kbps upstream
· 24Mbps downstream, 1.2Mbps upstream (preferred)
ATM & PPP Protocols:

· ATM Adaptation Layer Type 5 (AAL5)
· Bridged or routed Ethernet encapsulation
· VC and LLC based multiplexing
· PPP over Ethernet (PPPoE)
· PPP over ATM (RFC 2364)
· Classical IP over ATM (RFC 1577)
· OAM F4/F5

Router - Network Protocols & Features:

· NAT

· Static Routing

· RIP v.1, v.2
· Dynamic Domain Name System (DDNS)

· Virtual Server & DMZ

· SNTP, DNS relay and IGMP proxy

Firewall - Access Security:
· Stateful Packet Inspection (SPI)

· DoS attacks prevention

· Packet filtering

· VPN - PPTP/IPSec tunnel pass-through

Configuration /Management:
· Installation setup wizard

· Web-based GUI for local management

· Telnet server for remote management

· SNMP v.1, v.2c support with built-in MIB-II (RFC 1213)

· DHCP client/server/relay

1.5 Peer to Peer Networking

Peer to peer (P2P) programs are applications that users run on personal computers with the intention of sharing files with other users connected to a network, and forming file-sharing communities.  Members of the community can then search for and share files with the rest of the community.  P2P networking is commonly used for sharing music files, pictures, and other documents.  Communities can span both private and public (internet) networks.
P2P networking across the internet is not without risk.  Exposure to inappropriate content, viruses, spyware, and breach of copyright, is commonplace and downloaded files are often not what they purport to be in the filename or file description.  However, within a private network, the benefits far outweigh potential risks when properly managed.

To enable computers connected to a private P2P network to “talk to each other” and share files and peripheral devices such CD drives and printers, each computer must be given a unique network (IP) address – like a telephone number.  The IP addresses are automatically allocated by a server or other device running DHCP.  In ECE networks it is most likely that IP addresses are managed by the router.
The administrator, or owner, of each computer controls what files and peripheral devices other network users are able to see and access.  This most important aspect of data security setup is covered in more detail in the companion document: ICT Infrastructure Security.
It is recommended that a centralised and physically secure computer be used as a repository for important and sensitive business information.  Such information will include but not necessarily be limited to:

· Service administration and business information files

· Children’s private details

· Important learning materials

· Children’s learning portfolios

The central computer could also be used to collect and distribute antivirus profiles and other security updates for connected computers to avoid each one having to download individual copies.
1.6 Network Operating System

The physical components of an Ethernet network are compatible with computers that use many different operating systems such as Microsoft Windows (XP, Vista), Mac OS X, and Linux.  It is possible to connect all of these computers to the same physical network, which may be wired or wireless.

Because most personal computers are sold with an installed operating system (Microsoft Windows or Apple Mac OS), and it is actually quite difficult to buy a personal computer without an Operating System, networking based on one of these most commonly used systems is recommended.  Peer to peer workgroups (no server) using either operating system, are likely to be adequate for most ECE Services.  Advances within Apple’s OS X operating system now simplify the process of connecting Windows XP and Macs on the same network allowing both types of personal computers to share files and storage devices.

Unless the network of computers is made up entirely of Apple Macs, it is likely that the file sharing community or workgroup will use Windows XP to establish the workgroup and determine access rights to each others files.  All users will be able to share central resources according to permissions afforded them and to access the internet via the internet gateway.
A “ready-made” workgroup operating system (Windows Home Server) which automatically configures a central computer and connected users is available in New Zealand.
A workgroup is best understood as a peer to peer network. That is, each computer is sustainable on its own. It has its own user list, its own access control and its own resources. In order for a user to access resources on another workgroup computer, that exact user must be setup on the other computer.

Workgroups offer little security outside of basic access control. Windows “share permissions” are very basic and offer little granularity for “who” can access “what”.

Workgroups are more than adequate, though, for most SOHO users.
Operating Systems and Applications

1.7 Computer Operating Systems
Windows XP Pro with Service Pack 2 (SP2) is the minimum recommended level of Windows operating system for computers connecting to the network. Windows XP (and later releases) is designed to be secure by default and while computers running Windows 98, 2000, and Me, could be connected to the network, some special care and additional software is required to make these systems secure.

A firewall which protects a computer from malicious access, either from within the local network or from across the internet, is included in Windows XP.  Windows Firewall is enabled by default in the latest Windows XP updates.
Mac OS X 10.3 is the minimum recommended level of Apple Mac operating system for computers connecting to the network.  Mac OS X 10.2 and later versions include Windows File Sharing which allows PCs running Windows to connect to an Apple Mac computer using their native sharing protocol.
Regardless of the operating system, every computer connected to a network requires a firewall.  Mac OS X 10.3 comes with a built-in firewall, but by default it is switched off.  (Open the Sharing system preference, choose the Firewall tab, press Start, to turn it on.)
1.8 Network Operating System
1.8.1 Workgroup

Workgroups can be best understood as a loosely connected group of computers.  They rely on each other for nothing, but they are there to share resources should the need arise; there is no centralised management system.
Windows XP makes it easy to configure computers for peer to peer workgroup networking.  The Network Setup Wizard directs the process, asking for information at each stage as required.  After connection to the network, it is possible to print to a printer on the network (the printer will no longer need to be attached directly to the user’s own computer), and to access other computers and devices connected to the network.  It will be possible to share files with any other computer connected to the network and to share one internet connection among all computers.

For a complete guide to installing, configuring, and using Windows XP for workgroups, see “Get Connected with Windows XP Networking” at the Microsoft Web site http://www.microsoft.com/windowsxp/using/networking/default.mspx
1.8.2 Individual Computers
An individual computer could be considered as the limiting case of a workgroup consisting of one computer.  Where more than one person is likely to use that computer, the same security provisions recommended above for workgroups should be implemented.  These provisions included the establishment of individual User Accounts and file access privileges to allow or deny access to specific files or folders on the computer, ensuring a firewall in active and antivirus software is up to date.
1.8.3 Windows Home Server

Windows Home Server centralises and simplifies the way a family’s or small business’s digital records, including documents, photos, videos and music are organised, shared, and backed-up.

Digital content stored on desktops and laptops connected to the Windows Home Server network are backed up daily to the server.  Designated folders may be copied automatically onto multiple hard drives for an additional layer of redundant protection ensuring complete and easy restoration in the event of equipment failure or loss.  The data may be further backed up through a network client.
Secure remote access allows the digital content to be accessed from virtually anywhere internet service is available.  Digital records e.g. photos, can be shared with parents through a secure Web site.

The minimum system requirements for Windows Home Server are modest by most server standards.  It is possible to use an older desktop computer to run Windows Home Server but there are limits.  For example, setup is not supported on laptops; Windows Home Server must be installed on desktop or server hardware and, while the software is available for DIY enthusiasts, a complete OEM hardware/software solution is recommended.

The tables attached as Appendix A define the minimum hardware requirements and the recommended hardware for Windows Home Server.

For a complete guide to installing, configuring, and using Windows Home Server download “Getting Started: Windows Home Server” at the Microsoft Web site
.
1.9 Security
Data security and safety of children is covered in detail in the associated document ICT Infrastructure Security – Policy and Guideline for Early Childhood Education Services.
1.10 Minimum computer standards

Windows XP
Minimum computer requirements to use Windows XP Professional SP2

· PC with 300 megahertz or higher processor clock speed recommended; 233 MHz minimum required (single or dual processor system);
* Intel Pentium/Celeron family, or AMD K6/Athlon/Duron family, or compatible processor recommended

· 128 MB of RAM or higher recommended
1.8 GB of available hard disk space*

· Super VGA (800 x 600) or higher-resolution video adapter and monitor

· CD-ROM or DVD drive

· Keyboard and Microsoft Mouse or compatible pointing device

To determine whether your computer meets these requirements:

· Click Start, right-click My Computer and then click Properties. On the General tab, under Computer, you will see your computer's processor speed and RAM listed.

Apple MAC OS X
The minimum system requirements needed to run Mac OS X 10.3 (Panther) are as follows:

· Computer/Processor:
Power Mac G4 or G5, Power Mac G3 with a 500 MHz or faster processor, iMac, eMac, PowerBook G4, Powerbook G3 with bronze keyboard, iBook SE and newer

· Memory:
128 MB (512 MB recommended)

· Disk Space:
2GB (3GB or more recommended)

Minimum computer requirements to use Mac OS X v10.5 (Leopard)
· Mac computer with an Intel, PowerPC G5 or PowerPC G4 (867MHz or faster) processor 

· 512MB of memory 

· DVD drive for installation 

· 9GB of available disk space 

· Higher-resolution video monitor

· Keyboard and Mouse or compatible pointing device

Windows Home Server
The minimum computer requirements suggested by Microsoft to use Windows Home Server are a 1GHz CPU, 512MB of RAM, and 160GB hard drive.  Greater detail is provided at www.microsoft.com/windowshomeserver and click on the Discover button.
1.11 Compatibility and Interoperability

1.11.1 Business Applications

System compatibility and interoperability, and ultimately sustainability (ongoing development, user support, licence fees), will result from the correct selection of appropriate software and hardware systems.  Industry-recognised, standard infrastructures in common usage and the adoption of best-practice principles are promoted by this document with those objectives.

1.11.2 Management/Business Systems

“Management systems” means the business applications that ECE educators and administrators use to support their business and reporting responsibilities.  These systems may include:

· Student management and reporting

· Learning management systems

· Staff management

· Financial control

In practice, the systems encompass the most commonly used and publicly available business applications such as Microsoft Office, and sector-specific applications such as student management and reporting systems.  The common standard infrastructures support all these applications.

1.11.3 Open-Source Applications

The imperative of compatibility and interoperability need not inhibit the use of open-source applications.  While Microsoft Office is the suite of applications most commonly used in the business world other, less expensive, suites of business applications which run on Windows XP and Mac OS X, and are compatible and fully interoperable with Microsoft Office, are available.
These include, but are not necessarily limited to:
· Open Office http://www.openoffice.org/
· Star Office and a wide range of other software http://pack.google.com/intl/en-gb/pack_installer.html?hl=en-gb&gl=nz&utm_source=en_gb_NZ-et-more&utm_medium=et&utm_campaign=en_gb_NZ
For a wider selection try http://osswin.sourceforge.net/
Wireless Network Access

1.12 General
Early childhood education services use image intensive applications and are likely to want to conduct image intensive transactions by wireless access.  Typically, one wireless access point will provide sufficient coverage for each ECE Service.

Suppliers are entitled to assume that network cabling and the active network components, such as routers and switches, have already been installed to meet or exceed the Ministry’s minimum ICT infrastructure standards.

In summary, the minimum infrastructure requirements for new installations and significant upgrade projects are as follows:

· Category 6 Class E performance  certified cabling

· 100Mbps switch ports

· Non-blocking switching architecture

Wireless access to the network shall support IEEE 802.11g (54Mbps, 2.4GHz) and be backwards compatible with IEEE 802.11b (11Mbps, 2.4GHz) shared access and must be capable of securing network usage.
Hardware vendors claim particular bandwidth capacities for wireless networks.  In general, higher bandwidth is always better but actual data transfer rates are much lower.  For example, 802.11b wireless networks claim 11Mbps but typically achieve less than 3 Mbps, which might not be enough to take full advantage of the broadband internet connection.  IEEE 802.11g wireless access claims 54Mbps but typically achieve less than 18 Mbps of throughput.
1.12.1 Access Point Installation and Warranty

Wireless systems shall be installed only by properly qualified personnel accredited by the manufacturer to install their system and associated software.

All equipment shall be installed in full accordance with the manufacturer’s recommendations and instructions.

The Supplier shall warrant that the equipment will operate to the standards and specifications claimed by the manufacturer and that the product is free from any defects in materials or workmanship.

All equipment shall be supplied with a minimum 3 years repair or replacement “return to base” warranty included in the price.

1.12.2 Potential Problems

While connecting a single wireless access point and providing wireless service to a few laptops is a relatively simple task requiring few technical skills, properly qualified personnel should be engaged to install and setup the access point because of the sensitive nature of the environment.

Together with the ease of installation, the decreasing cost of components presents a compelling argument to “go wireless”.  However, because wireless LAN technologies operate in the unlicenced portion of the radio spectrum there is no formal process for preventing interference caused by other wireless network installations or from the multitude of other wireless devices designed to operate in the same frequency band.  Well known conflicts include 2.4GHz cordless phones and microwave ovens.  Providing these potential conflicts are understood and equipment sited accordingly, interference can be avoided in most cases.
1.12.3 Encryption

All current systems offer WEP and WPA PSK (preshared key) encryption.  64-bit WEP (Wired Equivalent Protection) is now outdated and 128-bit WEP, an updated, more secure version is the recommended minimum level of encryption.

WPA-PSK is a more secure alternative to WEP and is supported by Microsoft Windows XP with Service Pack 2.  This type of encryption is to be preferred for connecting XP computers to the wireless network.

WPA2 is the newest type of wireless encryption.  WPA2 provides the highest level of encryption available and should be the first choice if the wireless router, computers, and all other wireless devices support it.
1.12.4 Emerging Technologies

The IEEE’s Task Group “n” committee is working on a new standard which aims to lift transfer rates to more than 100 Mbps.  The IEEE 802.11n specification should also provide better coverage and still be interoperable with the current 802.11a/b/g wireless standards.

A second draft of the Wireless 802.11n standard has been approved by the 802.11 working group and some companies are now actively selling equipment labelled as wireless ‘n’.  The standards which define 802.11n are now a little closer to final approval and any products certified against the second draft of 802.11n standards are guaranteed to be compliant with the final 802.11n specs.

The third draft is expected to be approved in 2008.  Final 802.11n standards are likely to be published in April 2009.
Analysts advise not to deploy 802.11n hardware until the standard is ratified.  Laptop manufacturers will start to include wireless interfaces complying with the new standard when it is ratified.
1.12.5 Product Selection

Most wireless access points and wireless interface cards provide similar features.  Pick brand leaders and the top providers, especially those recognised as providing good product support.  Until the new 802.11n standards are ratified by the IEEE, it would be considered unusual to select other than 802.11g (54Mbps) products.

To ensure interoperability, select equipment certified by the Wi-Fi Alliance as products which meets the recognised IEEE standards for 802.11g.

The Ministry web site lists suppliers recognised as meeting high standards of product performance, interoperability, and warranty.
Health and Safety

1.13 Introduction
Health and safety in the deployment and use of computer systems in ECE Services requires little more than common sense and a strict adherence to the manufacturer’s installation and operation instructions.
The ECE environment is similar to many homes containing a group of small, very inquisitive, and often boisterous children.  Any potentially harmful device shall be removed from spaces occupied by children or contained in such a way as to prevent physical injury or electrocution.
1.14 Safe Environment

A sufficient number of correctly positioned data outlets and power sockets avoids lengthy trailing power and work-area cords, which not only create a tripping hazard but may also cause equipment to pulled onto a child.
Each data outlet should be closely associated with two dual power sockets.

Infrastructure cabling shall be concealed either in walls, below floors, and above ceilings, or within purpose-designed perimeter trunking.
Active equipment, such as the modem, router, and Ethernet switch, shall be installed in a lockable cabinet.

Wireless access points shall be installed in accordance with the manufacturer’s recommendations and these guidelines.
Unused work-area cords should not be left plugged into data outlets.

Computer monitors (CRT) should be restrained with purpose-made fasteners or industrial Velcro-type tapes to prevent toppling over during an earthquake.
1.15 Safe Practices
Safe ICT equipment handling shall be practiced by all educators and children.

Irrespective of any RF exposure considerations, the base of most laptops gets too hot to be used comfortably in the lap.  Manufacturers do not include warnings in their literature like, “Don't use this computer in your lap.”  Being hot is, at best, simply uncomfortable but there comes a point where hot stops being uncomfortable and becomes dangerous.  Sustained contact with the skin will cause burns and children should be encouraged to sit at a desk to use a laptop.

1.16 Ergonomics

Prolonged laptop use can be especially hard on the user.  The Cornell University Ergonomics website explains as follows:

“The reason is simple - with a fixed design, if the keyboard is in an optimal position for the user, the screen isn’t and if the screen is optimal the keyboard isn’t.  Consequently, laptops are excluded from current ergonomic design requirements because none of the designs satisfy this basic need.”

While a child it is unlikely to sit typing at a computer for extended periods in the way that an adult will, good habits start young and the recommendations for adults to maintain a good posture apply equally to children.  The following recommendations are made:

· Make sure that the user can reach the keyboard keys with their wrists as flat as possible (not bent up or down) and straight (not bent left or right).
· Make sure that the user’s elbow angle (the angle between the inner surface of the upper arm and the forearm) is at or greater than 90 degrees to avoid nerve compression at the elbow.
· Make sure that the upper arm and elbow are as close to the body and as relaxed as possible for mouse use - avoid overreaching.

· Make sure that the wrist is as straight as possible when the mouse is being used. 

· Make sure the user sits back in the chair and has good back support.

· Check that the feet can be placed flat on the floor or on a footrest. 

· Make sure the head and neck are as straight as possible.
· Make sure the posture feels relaxed for the user.
These recommendations may assist with the selection of suitable computer furniture for use by children; an area not generally covered in the brochures on ergonomics provided with new computer equipment.

Detailed ergonomic information is available at http://ergo.human.cornell.edu/cuchildcomp.html
For another view see Ergonomics for Children and Educational Environments by a Technical Committee of the International Ergonomic Association http://www.iea.cc/ergonomics4children/guidelines.html General Recommendations for Computer Use (children) and http://cehd.umn.edu/kls/ecee/ergoforteachers.html Ergonomics for Teachers
1.17 RF Exposure

1.17.1 National Standards
Instruction manuals for wireless devices typically include recommendations for their installation and operation.  It is important that these recommendations are followed closely.  The recommendations are directed not only at producing the best performance from the system but also at minimising exposure to electromagnetic radiation.

Measurements in New Zealand and overseas show that exposures are typically around one hundred thousand times lower than the exposure limit recommended for the public in the New Zealand radiofrequency field exposure Standard (New Zealand Standard 2772.1:1999 Radiofrequency Fields Part 1: - Maximum exposure levels 3 kHz - 300 GHz).  This Standard is based on guidelines published by a scientific body recognised by the World Health Organisation for its expertise in this area, and includes a safety factor of fifty in the public limit.

http://www.nrl.moh.govt.nz/faq/radiationintheworkplace.asp#wifi
The National Radiation Laboratory considers that the health research carried out to date shows that working and studying in areas with WiFi equipment poses no health and safety risks to adults or children.

1.17.2 Recommendations for Use

All authorities generally agree that the normal use of wireless networking equipment does not expose users to harmful levels of radiation.  Although no special precautions are needed, individuals wishing to minimise their exposure may take the following simple steps to do so:

· Place the wireless access point up on a high shelf or away from where people might sit and work.

· When working with a WiFi-enabled laptop, place it on a table rather than directly on the lap.
· Purchase “CE” and “WiFi” marked equipment only and follow the manufacturer’s instructions for installation and operation.  Proper installation and operation of wireless access points and wireless interface cards is required to minimise exposure.

· Do not touch or move antenna(s) while units are transmitting or receiving.  Do not hold any component containing a transmitting radio such that the antenna is very close to or touching any exposed parts of the body, especially face or eyes.  The considerate and careful use of laptops must be encouraged.  Wireless interface card antennas should be orient so that it is at least 20cm away from the body.

1.17.3 Recommendations for Siting

As well as proper handling, appropriate siting of wireless devices and access points is imperative to safety and good performance.  The major problem is likely to be interference from existing equipment using the same radio frequency band (2.4GHz) such as microwave ovens.

Recommended safe distances for operating devices are:
· Dipole antennas on base stations:
15cm from the body
· Antenna on wireless cards in laptops:
  5cm from the body
Current information suggests that a wireless network client device working at one-fiftieth the power output of a mobile phone handset and 50cm away from the body is much less capable of affecting the cells of the body than a mobile phone.
Users should be aware that the parts of the human body considered most susceptible to RF radiation are the eyes, brain, nervous system, immune system, kidneys, ovaries and testes.  Laptop computers should not be used in the lap if the base of the computer contains a wireless antenna requiring a clearance greater than 5cm from the body.

It is important to consider the level of radiation in the ECE and school environment given the amount of time children will spend in school.

Electromagnetic energy is all around us.  Modern homes and offices have many radio frequency (RF) producing devices (e.g. computers, cordless phones, microwave ovens, fax machines).  All radio equipment emits radio frequency electromagnetic energy.  Spread spectrum wireless equipment is a very low power radio device by comparison.  Some typical examples:

· Wireless base station


30mW

· Mobile (cellular) phone

600mW

· Mobile (cellular) phone car kit
3,000mW

· Microwave oven


500,000 to 1,000,000mW

(mW is a milliWatt, i.e. one thousandth of a Watt)

During a phone call a mobile phone may emit 20 times more energy than an active wireless base station (or 50 times more energy than an active wireless card client adapter).  A mobile phone continues to emit radio energy even while on stand-by.  However, most wireless networking equipment is only active while it is transmitting.

1.18 Disposal of obsolete equipment
ECE Services and schools are targets for well meaning businesses and others for disposal of obsolete computer equipment.  The fact that the demands that ECE Services and schools put on computers often exceeds those of the business world, eludes donors.
ECE Services are advised to consider well the implications of accepting such equipment.  Not only may the equipment not be capable of doing what is required of it but also the wasted time and money attempting to bring it into service may better be spent on new equipment.
Irrespective of its source, correct disposal of electronic equipment is important.

Many countries have already outlawed the disposal of computer waste in landfills.  Most of the environmental concerns with computers lie with the monitor, specifically cathode ray tubes (CRT).  Each colour monitor contains, on average, four to five pounds of lead, copper, and other hazardous materials including mercury, cadmium (a known carcinogen), and chromium.

ECE Services should have a plan for the proper disposal of obsolete computer equipment.  The first step is to realise that most computer equipment that is stored “for a rainy day” will almost certainly never be used.  Any equipment not likely to be used should be tagged for disposal.  Equipment with little or no value (e.g. dot matrix printers, CRT monitors, and pre-Pentium computers) should be sent to a reputable recycler.  Some cities have a disposal centre where obsolete computer equipment can be disposed of.  When planning to upgrade to new computer equipment, take advantage of manufacturer trade-in programmes which can reduce the combined cost of acquiring new equipment and responsibly disposing of old equipment.

Before disposing of computers, as a matter of the utmost security importance, destroy all business information stored on the hard disk drive.  Simply deleting files does not prevent them from being recovered and files can easily be retrieved from reformatted drives with data recovery utilities or forensic programs.  The simplest way to prevent data from being retrieved is to remove the hard drive and break it with a hammer.

Computers which are to be resold shall have all business data properly erased.  There are a number of free security tools, available on the internet, that completely erase sensitive data from hard disk drives by overwriting it with carefully selected patterns.  The software is released under the GNU General Public License.

Appendix A

Windows Home Server System Requirements

The following table defines the minimum hardware requirements and the recommended hardware for Windows Home Server.  The minimum hardware requirements define the minimum hardware specification needed to install Windows Home Server.  The recommended hardware describes the hardware needed for better Windows Home Server performance.

	Requirement
	Minimum
	Recommended

	CPU
	1 GHz Pentium 3 (or equivalent)
	Pentium 4, AMD x64, or newer processor. Windows Home Server includes a 32-bit operating system, which runs on 32-bit and 64-bit (Intel EM64T and AMD x64) architectures. Future versions of Windows Home Server may support 64-bit processors only, so it is recommended that you use a 64-bit compatible processor in order to make sure that you can upgrade to future versions.

	RAM
	512 MB
	Same as the minimum

	Hard drives
	70 GB internal (ATA, SATA, or SCSI) hard drive as the primary drive, and any number of additional hard drives of any capacity.
The primary (system) hard drive should be as large as possible to ensure that you can copy a large number of files or multiple large files to your home server at the same time.
	At least two internal hard drives with 300 GB as the primary (system) hard drive

	Network interface card
	100 Mbps Ethernet network interface card
	100 Mbps (or faster) Ethernet network interface card from the Windows Server Catalogue Web site (http://go.microsoft.com/fwlink/?LinkId=86748) 


The following devices are also required in order to install Windows Home Server.  After installation is complete, the keyboard, mouse, and monitor are no longer required. Installation of the Windows Home Server Console on another computer will allow Windows Home Server to be configured.

	Requirement
	Description

	DVD drive
	Internal or external DVD drive. Your home server must be capable of booting from this internal or external DVD drive in order to install Windows Home Server. Follow the computer manufacturer’s instructions to configure the computer’s BIOS to boot from the DVD drive.

	Display
	Compatible monitor

	Other devices
	Keyboard, mouse, or other compatible pointing device


Note

Setup is not supported on laptops. Install Windows Home Server only on a desktop or server hardware.

It is important that you are aware of the risks of using an older PC. Examples of the problems you may encounter using old hardware are as follows:

· Lack of support for device drivers (specifically for network and disk subsystems).  Windows Home Server uses technologies from the Microsoft Windows Server® 2003 operating system, and therefore it works only with drivers that are designed for Windows Server 2003. Many components for older consumer desktop computers do not work with Windows Home Server.

· Limited hard-drive lifetime.  Hard drives have moving parts in them, and they operate under very tight tolerances. Every hard drive has a projected lifetime, and a hard drive from an old computer will likely fail sooner than a new hard drive.

· Older chipsets do not support USB 2.0.  This is important if you plan to use external USB hard drives as part of your server storage. The older USB standard (USB 1.1) is significantly slower and less reliable for storage, and it is not supported on Windows Home Server.

For the best experience, it is recommended that you purchase new hardware that you can dedicate to running Windows Home Server.  For more information about hardware experiences and recommendations from other Windows Home Server users, see the Windows Home Server Community Forums at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkID=83211).

� Getting Started: Windows Home Server � HYPERLINK "http://www.microsoft.com/downloads/details.aspx?FamilyID=79c0cd3a-5d91-4f7c-b1ce-40eb07a98d54&DisplayLang=en" ��http://www.microsoft.com/downloads/details.aspx?FamilyID=79c0cd3a-5d91-4f7c-b1ce-40eb07a98d54&DisplayLang=en�
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